
The responsibility of complying with U.S. export 
controls rests with all parties involved in a 
relocation, including the employer, the employee, 
and all suppliers. A company that is relocating 
its employees internationally must know and 
follow all applicable U.S. regulations and laws, 
as well as mitigate the associated risks of an 
international relocation. Delegating responsibility 
or entrusting compliance with the law to another 
individual or entity will not prevent any party 
from being in violation of the law. 

Suppliers are also responsible for following these 
same laws. As a U.S.-based worldwide relocation 
provider, Graebel adheres to the laws and 
regulations administered by the U.S. Department 
of the Treasury, Offi ce of Foreign Assets Control 
(OFAC), as well as the U.S. Department of 
Commerce, Bureau of Industry and Security (BIS).

WHAT ARE U.S. CONTROLS?
According to the BIS, exports are any items 
– including household goods and other items 
typically included in the relocation process – 
that arrive in a foreign country by way of the 
U.S. Additionally, export regulations apply to 
U.S.-origin items that require licenses for export 
that will be re-exported from a non-U.S. country 
to another country. The mode of transport does 
not matter. For instance, items are considered 
exports if they are sent via mail, shipped, or hand-
carried on an airplane. Additionally, items are 
considered exports even if they are leaving the 

U.S. temporarily, are gifts, or are being sent to a 
subsidiary of a U.S. company.1

The U.S. has passed a series of laws that regulate 
the types of products that might be exported. 
These items may include, but are not limited to:2

> Weapons and equipment used by the military

> Dual-use items (i.e., items used for both 
commercial and military applications)

> Computers, technology, and software

> Tobacco and liquor

> Money, gold, and diamonds

> Medicine and narcotics

> Foodstuff (i.e., dairy products, meats, 
poultry, fruits, and vegetables)

> Pets

> Cultural artifacts

> Biological materials 

> Trademarks and copyrighted materials
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1 “Introduction to Commerce Department Export Controls.” Bureau of Industry and Security. 2 “Moving Household Goods to the United States: A Guide to Customs Regulations.” U.S. Customs 
and Border Protection.
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Relocating employees internationally in today’s volatile world requires strict adherence to U.S. 

government regulations, especially if the destination or point of origin is a country or region that has 

standing U.S. embargoes or sanctions. A violation of U.S. export controls can result in steep civil and 

criminal penalties, not to mention signifi cant damage to a company’s reputation.
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Employers are obligated to inform their 
transferring employees of all regulations 
involving household goods or ordinary commercial 
items that are prohibited from entering the 
destination country. U.S.-based companies 
are responsible for determining whether items 
their employees plan to move out of the U.S. 
require a license from the BIS. Graebel will not 
assume responsibility – directly or indirectly – for 
licensing its customers’ exports. BIS will levy 
violations of any BIS licensing requirements 
against the customer. 

Two U.S. export control regulations that 
must be adhered to for every international 
relocation include:

> Export Administration Regulations (EAR) – 
These regulations were established and are 
enforced by the U.S. Department of Commerce 
through the BIS. The EAR regulates exports 
and re-exports of most commercial items and 
includes the Commerce Control List, which 
identifi es items that require licensing prior to 
exportation. In addition, the BIS maintains the 
Denied Persons List, which contains a group 
of individuals that BIS prohibits from 
receiving exports. 

> OFAC regulations – These regulations are 
administered by the U.S. Department of 
the Treasury through OFAC and impose 
economic and trade sanctions on targeted 
countries, regimes, drug traffi ckers, 
terrorists, and other entities that are 
considered a threat to U.S. national security, 
the economy, or foreign policy. One method 
that OFAC uses to enforce economic 
and trade sanctions is a list of Specially 
Designated Nationals (SDN List). The SDN 
List is maintained by OFAC to identify more 
than 6,000 individuals and entities known 
to be terrorists, sponsors of terrorism, 
drug traffi ckers, agents of sanctioned 
governments, or proliferators of weapons of 
mass destruction. U.S. persons and entities 
are prohibited from conducting any business 
with an individual listed on the SDN List.

These two export control regulations apply to 
U.S. companies and their worldwide branches, 
international companies operating within 
U.S. borders, all U.S. citizens and permanent 
residents regardless of where they are located, 
and non-U.S. residents physically located in 
the U.S.

COMPLYING WITH THE EXPORT 
ADMINISTRATION REGULATIONS (EAR).
All principal parties that participate in 
transactions subject to the EAR must comply with 
the EAR. The fact that a principal party is acting 
through an agent, or is delegating authority for 
the export to a third party, does not relieve the 
principal party from responsibility for compliance 
with the EAR. Therefore, the transferring 
employee and his/her employer must be aware 
of all the items that are prohibited from export or 
that may require a license from the BIS.

Export restrictions vary from country to country 
and from item to item. When entering any 
country, transferring employees must understand 
that exporting items of ordinary commercial 
value, such as digital cameras, laptops, and cell 
phones, may require special authorization from 
the U.S. government.

According to the BIS, the strictest regulations on 
exports often apply to embargoed countries and 
those designated as supporters of terrorist activities. 
Currently, this list includes Burma (Myanmar), Cuba, 
Iran, North Korea, Sudan, and Syria.

Engaging in prohibited conduct or violating the 
EAR can result in signifi cant criminal and civil 
penalties. The BIS identifi es on its website 
that a criminal conviction can result in up to 
20 years imprisonment and up to $1 million in 
fi nes. Civil penalties can include revocation of 
export privileges and fi nes of up to $250,000 
per violation.

These regulations are frequently updated, adding 
further complication to an already complex process. 
Employers should check the relevant regulations 
frequently and keep their employees informed 
of any changes. Graebel is not responsible for 
informing its customers or their transferees of 
changes in these regulations. However, Graebel 
will provide references and other materials to help 
its customers fi nd current information. 
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3 Latham & Watkins. “Companies Doing Business with Iran and Other U.S.-Sanctioned 
Countries Face Expanding Risks of Government Investigations and Enforcement.” Lexology, 
March 12, 2010. 

4 Ibid.

COMPLYING WITH THE OFFICE 
OF FOREIGN ASSET CONTROLS 
(OFAC) REGULATIONS.
In recent years, global terrorism, nuclear 
proliferation, money laundering, public 
corruption, and narcotics traffi cking have 
increased. In response to these growing threats, 
the U.S. and its allies have penalized certain 
governments, entities, and individuals with 
trade and economic sanctions.3 

According to OFAC, penalties for violating OFAC 
regulations can be hefty. Criminal convictions can 
result in fi nes from $50,000 to $10 million and 
imprisonment for 10 to 30 years. Violators also 
face civil penalties of up to $250,000.

Furthermore, organizations that violate OFAC 
regulations may also be in violation of the EAR. 
In August 2009, a worldwide freight forwarder 
reached a settlement with the BIS and OFAC 
for $9.4 million for multiple shipments to Iran, 
Sudan, and Syria.4

In order to comply with U.S laws and regulations, 
Graebel generally does not relocate people 
to any nation or region facing comprehensive 
sanctions. In certain circumstances, Graebel will 
move household goods to sanctioned countries 
if the transferring employee is an employee of 
the United Nations or other non-governmental 
organization and has been granted an exception 
by the U.S. government. As of the date of 
this paper, comprehensive sanctions were in 
place with regard to Burma (Myanmar), Cuba, 
Iran, North Korea, Sudan, and Syria. Less 
restrictive sanctions exist for the Balkan region 
(Bosnia, Herzegovina, Kosovo, Macedonia, 
and Montenegro), Belarus, Cote d’Ivoire (Ivory 
Coast), Democratic Republic of Congo, Iraq (now 
governed by the BIS), Lebanon, Somalia, Former 
Liberian Regime of Charles Taylor, and Zimbabwe.

The Graebel export compliance offi cer monitors 
the OFAC regulations to stay abreast of current 
restrictions and sanctioned countries and regions, 

and Graebel tracks all of its relocations and 
associated steps. If an order for a relocation 
involving a country or region subject to OFAC 
regulations is entered, the system immediately 
fl ags the order and notifi es the Graebel export 
compliance offi cer. 

Upon receiving this notifi cation, the Graebel export 
compliance offi cer investigates the situation and 
reviews the order with executive management 
to determine whether or not Graebel can legally 
complete the relocation. Even if the proposed 
relocation originates outside the U.S., this does 
not insulate Graebel from OFAC compliance 
because Graebel is organized under U.S. law and is 
physically present in the U.S. Additionally, Graebel 
cannot insulate itself by engaging a non-U.S. 
partner to participate in the move. If Graebel is 
involved with the relocation, then the portions of the 
relocation for which Graebel is directly or indirectly 
responsible must comply with OFAC laws. This 
includes situations where Graebel is responsible 
only for the U.S.-based part of the relocation and a 
transferee or a subcontractor retained by Graebel is 
on the SDN List. Graebel cannot pick up a relocation 
in the U.S. where a transferee or a subcontractor 
retained by Graebel is subject to an OFAC sanction. 
If Graebel cannot perform the relocation services, 
the customer is immediately notifi ed so that the 
relocation decision can be reevaluated or other 
suppliers can be sourced.

Graebel takes extra precautions to ensure that 
relocations do not involve an individual or entity 
listed on the SDN List. Graebel cannot handle 
a relocation in the U.S. where a transferee or 
a subcontractor retained by Graebel is subject 
to OFAC sanctions. As the U.S. government 
has deemed people and entities on the SDN 
List as potential security threats, Graebel has 
established a thorough due diligence policy to vet 
the individuals and organizations with which it 
does business.

On a daily basis, the Graebel export compliance 
offi cer downloads the SDN List. Using its 
proprietary RITS® network, Graebel compares 
the SDN List to the shipping information for all 
customers – both corporate clients and cash-
on-delivery customers. If a name match occurs, 
the Graebel export compliance offi cer compares 
the customer’s identifi cation details provided 
on his/her visa or passport to the information 
provided in the daily download.

In the cases where Graebel does not have a 
person’s visa or passport information on fi le, 
the Graebel team diplomatically requests this 
information. Graebel employees interact with the 
relocating individual with great sensitivity to avoid 
placing any additional stress on the individual, 
who may not realize his/her identifi cation has 
similarities to a person on SDN List. 
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5 “Ask the TIC: Guide to Export Controls.” Trade Information Center.
6 Offi ce of Foreign Assets Control

The moving process will not continue to the next 
stage until the Graebel export compliance offi cer 
is satisfi ed that the individual is not the one 
identifi ed on the SDN List. Legal counsel is also 
involved in the vetting process when necessary. 

If at any time during the comparison process, 
a detail in the identifi cation raises a fl ag to 
Graebel’s export compliance offi cer, the proper 
authorities are immediately notifi ed. The moving 
process will not proceed until federal authorities 
have cleared the person in question and notifi ed 
Graebel that the concern has been eliminated.

Jim Petzel, president of Graebel Movers 
International Inc., states, “As a proud American 
corporation that displays our country’s fl ag on our 
vehicles, we want to do everything possible to 
support U.S. foreign policies. We do everything 
within our power to provide important information 
to our customers and to follow a process that 
keeps our company and our customers in line with 
these important regulations.”

Also included on the SDN List are the names 
of banks, insurance companies, shipping lines, 

and freight forwarders that are prohibited from 
conducting business activity in the U.S.5 Graebel 
will not tender business to any company identifi ed 
by the U.S. as an agent of a country subject to OFAC 
sanctions or an entity included on the SDN List.

Following the strict procedure indicated above 
for vetting individuals, Graebel cross-references 
the names of entities on the daily download to 
ensure that no business with which Graebel 
works is included on the report. 

APPLYING FOR AN OFAC LICENSE.
Through the granting of a license, OFAC authorizes 
companies to engage in transactions that are 
otherwise prohibited. According to the OFAC 
website, there are two forms of OFAC licenses:

> General license – Authorizes a particular 
type of transaction for a class of persons 
without the need to apply for a license

> Specifi c license – Issued through written 
documentation to a particular person or 
entity, authorizing a particular transaction in 
response to a written license application

THE HISTORY OF OFAC6

In times of war, the U.S. government protects 
itself through physical defense and by 
imposing sanctions on its enemies in an 
attempt to cripple their economies. As can 
be seen in the timeline below, the use of 
sanctions by the U.S. has a long history. If 
the U.S. is not offi cially at war with another 
country, the U.S. may choose to impose 
sanctions to ensure that American technology 
does not fall into the hands of terrorists, 
volatile governments, or drug traffi ckers. 
Furthermore, applying sanctions demonstrates 
that the U.S. does not support the actions of 
the country in question and will not support 
its economy through exports.

War of 1812 The Secretary of the 
Treasury imposed sanctions 
against Great Britain for 
harassing American sailors.  

Civil War Congress approved a law 
that prohibited transactions 
with the Confederacy.

1940 The Secretary of the 
Treasury established the 
Offi ce of Foreign Funds 
Control (FFC), which is the 
predecessor to OFAC, to 
prevent the Nazis from 
using the holdings of foreign 
exchange and securities of 
occupied countries.  

World War II The FFC was instrumental 
in economic warfare 
against the Axis powers, 
prohibiting foreign trade 
and fi nancial transactions 
with these countries.

Korean War OFAC was formally created 
when President Truman 
blocked all Chinese and North 
Korean assets that were 
subject to U.S. jurisdiction.   
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Before applying for a license, an 
organization should carefully review the 
OFAC regulations, as they may contain 
statements of OFAC’s specifi c licensing 
policy for particular types of transactions. 

The license application must contain all of 
the necessary information that is required 
in the application guidelines or in the 
regulations pertaining to the particular 
embargo program. A detailed description of 
the transaction, as well as the names and 
addresses of the individuals and companies 
involved, must be provided. When 
describing Graebel’s role in facilitating the 
movement of goods involved, it is important 
to be specifi c and detailed. 

The processing time for obtaining a 
license depends on the complexity of the 
transaction, the inter-agency coordination 
required for the transaction, and the overall 
volume of license applications currently 
being processed. 

For additional guidance on license 
requirements, please visit 
www.ustreas.gov/offi ces/enforcement/ofac. 

REGULATIONS CHANGE DAILY.
Evolving foreign policy results in frequent 
updates to the U.S. export regulations. 
Dealing with these ever-changing 
regulations is a challenge that Graebel 
does not take lightly. 

Graebel uniformly provides formal 
compliance training to all of its 
international and full-service relocation 
and account management employees, who 
are responsible for managing international 
services for Graebel customers. Through 
intensive training, employees become 
well versed in the company’s compliance 
processes, companywide standards 
and practices, and OFAC regulations. 
Immediately following the completion 
of their training, employees are required 
to sign statements of understanding 
and compliance with Graebel’s policies. 
Additionally, Graebel provides its 
employees with intranet access to training 
materials and references, so they may 
easily fi nd answers and guidance if 
questions arise. 

In continuing Graebel’s tradition of 
providing value-added relocation 
services, Graebel works hand-in-hand 
with its clients to help them understand 
the risks involved with international 
relocations and the importance of 
adhering to all U.S. regulations. In 
addition to this paper, Graebel provides 
online resources for its clients. This 
information can be instrumental 
in helping companies update their 
compliance policies and inform their 
employees of the regulations that 
affect them. 
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WHERE TO GO FOR MORE INFORMATION
As OFAC regulations and guidelines are updated frequently, 
Graebel advises clients to stay up-to-date with periodic 
visits to the following websites, as well as register for 
subscriptions to OFAC-related notifi cation services. 

> Offi ce of Foreign Assets Control (OFAC): 
www.ustreas.gov/offi ces/enforcement/ofac

> OFAC Sanctions Programs: 
http://www.ustreas.gov/offi ces/enforcement/ofac/
programs/index.shtml 

> Specially Designated Nationals List (SDN List): 
www.ustreas.gov/offi ces/enforcement/ofac/sdn

> Bureau of Industry and Security (BIS): 
www.bis.doc.gov 

> U.S. Customs and Border Protection: 
www.customs.gov

> U.S. Immigration and Customs Enforcement: 
www.ice.gov

> Export.gov, the U.S. government’s export portal: 
www.export.gov 

> International Trade Administration: 
www.ita.doc.gov 

> Wassenaar Arrangement: 
www.wassenaar.org


